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(54) PACKET REPEATER 
(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method 
allowing high-speed packet processing even If the high- 
layer packet processing is performed in a packet 
repeater, such as a router, a layer 2-3 switch. 
SOLUTION: In the packet repeater, such as the router, 
the layer 2-3 switch, the multilayer high-speed packet 
processing method is applied to a packet which is 
decided to perform relay by layer 2 and 3 routing and 
low-layer packet filtering by means of a conventional 
ASIC (Application-Specific Integrated Circuit). 
Additionally, packet repeating processing is performed by 
preparing a plurality of high-layer filtering functions by 
means of the ASIC or a network processor according to 
thejanalyzing contents of every layer or the packet. 
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1 

^'^i='2*J<fcO'~^-Yi='3CD^^•^ ■:' h ^^MT-S^— ©tf 

2 ] if *s 1 ^cfB48o^^•'^r b xpmwsrc& -> 

U' if 2 fccfc Of u >r ■i' 3 ©ggSiiJtSi:?' P h 3 -H/K: J; •5 ig 

ff^m^ H'-t'2*^6H'i'3*/c»4^-C©t»fR(C 
a-:^(,i■r>'^•^ •;' h©7 -f Jl'^ y >i^4tf ^fci*>©0— © 

•^7^r©tffgicaoa>-r-'^-^-;' h©553fei^i:-2>tf#R>£ 20 
Sfcttr' y>i^;|:tf5/ci*©l^~©7 

i^T^ -:/;i'©F«9^{c J; f3^>- h©4i«ltea*?f e-H- 
Ji^vy ^7-- 7';i'©F«g^(c J: 0 >'>-^r h ©-7 ^ ;i/^r y 
> i^<&tf ^ »— ©7 Jl- ^? y > i^'jaagpi > 
mfffim-©:7^;vd?y>5'^|flj{cJ;D*ffiT-Sc<!:*3 so 

6Se7U§ti/cOTriaim©7 ^ y >i^T--7';i/©i^^ 
(c J; 0 lii^fe i i^S ^tf f849iS-r -5 . * fc» ^ y > 

miiBllii© 7 -f ;u y > i^Aiiagpjc j: «3 4i»-r -S c i /&3 

:?'>'^©^f#R(ca-:3^»r/^•'5- b©^^tfi\ h 

[ff^jis ] m^m 1 £/ctt2 {ciBtg©/>-^ h fpmm 

■y--^-?Sgff ^ i > F a- if 35:. 6 »{g*JWfc— o©-y- 
ffi^g5&5««iB-y--/'«SSffif©Ani t^fcJS^Cc. A;^JffliJ 

mmM4 ] 1 i5fcW2 {ClB«8©>'^•-5r y h tpm^ 

at?*-3T. 50 
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«Sg355Br^iB•y"^^'^IMSf©A□<!: Ufc«^(C, ai;tlffiiJ 
i o/tlrfB>«'-7" ^ > *^*J^gp-cl(riBif -/^'SgSfK: 

[»*J|5 ] if^Ji 1 S/c:»2 {CiBt!;©^-c<^ h <pmm 
g-cabo-r. 

fyiBJU-T- -^ > *'Bag|5/5^iriB-»l'— ?■ -f > i'^'KaSP-^© 
IIPF*5©Busail— ©7 ^ Jl/^f y A:»||^©r; 

g-c*>-3r. 

-7" > i^MaaPfc J: ^mM^v-f- -f >i*'«ag|5--4iSI 
$hfc«^{c, mi^Jl'— 7^ -/ > i<^gp*smBl|— ©:? 

-f ^l- 5? y > i'^l^fc.t t>'lufBm— ©:? ^'^m. 
^WUr, ^^©HuiB^-»*^r h*js*-r€>^S;&m^ 

m>mi ] 1 *ifc»2 (ctBi8©^f -5^ -^^ h cfisBii 

grfeoT, 

MiBH— $fc«lff^©:7 -Y y >i^-r— 
SP©tS$R*^-r S^fi:^ F t . ^©^CC-7 

L-rifi«i-r^. js*-r-57i^^*}g^-r^m-©f§^7 
■sifi^^n/cis^tc. ^^©:^a^jg^-r.50n©jg 

m7 ^-;l/F*W-r-SCi^&#m<b-r-&^t^-:' F*iKS^ 

go 

[0 00 1 ] 

[i%?^©s-r^^j^if] *^B^«^^•^■;' v^imm.<D 

vJ^9=•^-^'-^'©.'^•-5^^, FMa:S'af<:M-r-5„ 

[0002] 

[Se3R©e?iii;j] s»©Kfl5r», f tt:ffisgr* 

5;l'-^?^U"l'-i'2 - 3^^ ^^©^^•^f FttiiKfctjt^ 
U-Yi='4Sr«>'^- F-fiTr/S^-:, F©^->^^tt 

U"f +'5Ji(±(Cfe^i, SSL (Secure Socket Laye 
r) •fe-;'J^3>ID-^URL (Uniform Resource Locate 

r) i ^ <t ^ i^d:isi3ij^© cfc 5 icmm'^mttry y ^- 

a^rTi^;^ F n:tg-r*>-S*3, -e©^fe©>'^•^ f F{C>PfL.r 

[0003] Se*©B?5l5-e». v'N- F'?*T{Cj:5r'> 
:^ F<ll«g3&sKS$ti. F'i'xTKJtSifiiliMa^jC 
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[0004] 

$i^7-f ;l/^';>i7';|rJltf-r-S/cJ^){c«. ASIC (Ap 
plication Specific Integrated Circuit) ^^^v W 

fii U ■i'K /S: S «£V^•>^ h ^ >7 ^ ^ - 

fR*>ii:t-5>„ ^(0-tcA>. AS I C-Ctt^)-g>ffiH©gP:0--e 

i|>. A^i^7&3^# <,U^if^vy 'y-^yu-b y 

[ 0 0 0 5 ] 2|!:^?5©afi«j«, ;l'-df-?'U>fif'2 -3X 

[0 0 0 6] 20 

- 3 X >f 3^CD J; 5 ^cv-^-^ i- h cti«8^SJC*s(,i-r > 
AS I CK:<fc-2)ffiU-f •^'CD>'^•■^r ^ U >^^<D 

fg(Cl*b^-i-©7S^r 5, h^®;S:tf^ A S I C^t-y h 

[0007] 

[ 0 0 0 8 ] a 1 u:^mMjm^mm-r^^^*r btpiB 

SM©«^m^-r0T*S, A>r-y hcpe^gl 0 0 

h © -f tJ? y > i/aywc&^n ^ ^u- > y^agp i 
0 1 1. ji-T-^^ifmmmi 0 i3&:»6iBflj$n/c;i'" 

^SgP1 0 2 ( 1 0 2A. 1 0 2 B^cl^t 1 0 2X) 40 
>i''^ag|51 0 1 iM^©;l/-7=--f 

ssp 1 0 2 ^mm-r^:< w >^ g^^ot^suaft^ 1034 

Iil^-Y>5f7^-X 1 0 4*Wf -So 
[0 00 9 ] Jb-T" -f ^i^'^ilgP 1 0 1 tt, C P U 1 1 

4. y-o^^y 1 1 5. rtseaff^i 1 6?:/^Lr>'^• 
^r>y ^©allsm**(I«B^■r-s^^•'^•:' h$(iaiHJi 1 2^m-r 

So S/c>'^•-5^ > h$IJiajg|51 1 2icmmt^^-^'ir v V^^ 'J 
7 r 1 1 3 ^rWrSo /^•<5r h$fjffllg|5 1 1 2 ttX ^ 5^ 

r^^-fex^jisigpi 1 1 {c<j;»3rtgijaMiKi o^tmm^ 

50 
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[0010] f ^ 1 0 2 C P U 1 2 

6> ^'('>^^yi2 7, l-^-¥2isj:C^3<D)l'-f--{ 
>i^iU'fi?'2/&i64©'7 ^;l/3f y >i7*^tf h 
$0®^"L" 122> U-r-1?'5*i6 7©7-f;l'5fy>i^ 
^&^T^''^*^^' htiJffllSP "H" 1 3 2^Wbcn6J&Sf*gg|5 
/s-x^©rtg|Ja^ii|g 1 2 8t?S^$n-Cl^So h 
SlJSlIgiJ "L" 12 2 ^>'^•^ h$IJ» "H" 1 3 2«. 

A s I c $ TcU^ V y'V-^-:fu-^y ^-cmmr^c L 

[0 0 1 1 ] M--^-^ vmm^ "L" 1 22um^m^n 

^j-i-^y h^^mT^-'^irv h->^yyr "L" 12 3^ 
W0> /^iryVmm^ "H" 1 3 2»|gi|{C/^•->-^» 
yVr "H" 13 3^Wr.5„ -j- hMfflgP 

"L" 1 2 2(CttU-i'-t'2fccfcD^'l/'/i='3©Jl'-T^^ > 
i'T^— :/;l'-?>U-Yi'27&i6 U-f i'4©7 -f y >i''7^ 
-:^;l'*tSSft-r-5f^--:/-H/pf*y "L" 12 5*WLr 
siS^i$tlS>'^"^■;' h©'^>^^i©J;ki^^tT^7'-:7' 
JP^I^gP " L " 12 4 tl -5, 

[0012] RiggK.'N-^-j; bSlJiaSP "H" 1 3 2 fCtJU 

-/i»5:*i6U-Yi'7©7 ^^I'd? vyiff—zfji^mfi-r 

St— :/;by^y "H" 1 3 4 ^*LriilSM$ns>'S 

[■(D^y^mt(oi:m^n'?7^--yM'tkm^ "h" 

1 3 5*Sg!*S3nS. ^^ir y hSlJ^ "L" 1 2 2 » 1 

•^t.tcitW.m<DmW. ^'>^?7*-;^l04 ^Si^f s ^ 
- hM» 1 1 3 immsn. rtgPMMi^ 1 0 3 ^ 

VWm> "H" 1 3 2 hftlJffllgP "L" 1 2 2 i 

F^gpaMi^ 1 0 3 i X ?T 
1 2 i^/M-rSMStiSo i&(i:»i'-f--<y^mm 

gPl 0 2B^I,»U1 0 2Xfe|gI«©«fiS^W-rSo 

[ 0 0 1 3 ] a 1 o^^dr 'J Y ^'mm<ommm\^. '^^t 

y h®H'-^235^67$-r©fffR5:^s^-:. VVmU^2 
^m&Xy-C^ 1 -^^bO^f^^y VWM "L" 1 2 2ru 
'r^'2*»6U'-/-*'4*t?®7-^;l'^?y>i^>Srtfl,^ 2o 
TbCDf^^y V%W^ "H" 1 3 2-rH'-1f'530ii^7©7 
^ Jl' ^ y > i^^rtf -5 uri^ S*5, c © WCKSS § 

[0014] mrrtt. *-rwE B^oif-^N*---©— is 
W^cT^-fey^©:?3iS-^. n'-t'4 -7x-r -^^g^^ffliifc 

J»^©T 47 -fe X ©^?S ^^B^ L . "^(D'JK^-^m&m.^ 

i'«JS©-M*sJ;C>'^^SfelS(c-o(,i-CSiBg-rSo 
[0 0 15] H2«-i'>3?-:^y hrWE B1f"/N'^T 
i?-feXrS^(C^fJfflSnSHTTP (Hyper Text Trans 
port Protocol) <r>J^^y h©^^^-rilt?abS, HT 
TP^ .:,-fe-y2 1 Ott. y i'XX b-^lxXd<>X^© 
ti$R^^-rHTTP-^-;'^?'2 1 1 HTTP#7'^2 

1 2:*:>6^^3nS„ LAN]S;S-CHTTPy •:7 42-tJ 

2 1 0{S. MAC (Media Access Control) ^y¥2 2 
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It. IP (internetProtocol) ^2 2 2 TC 

P (Transmission Control Protocol) -^y ^2 2 3?: 

[00 16] */c. -fe^^-^xyr^^&^jsurssL (Se 

cure Socket Layer) ^ffifflL/cift^. HTTP^^:^-fe 
-i^2 1 O^ifff^ftSn/cHTTPy y^-i>2 3 5 i 
JSO. S SL-^^:.^^2 34:0^#J^SnfcHTTP>^^°<^^^:, 
h 2 3 0 <b t^r^^StlSo ^tl^n(Df=^-^<D|HStC 
oi^TC^. MAC-^^:7 3^^2 2 ICDTYPE:? ^-;l/F:?&5 
0x 0 8 0 0 ( 1 6 aS^) (Dm^it^<D±iiLCOy'U h n 10 

Pr&'SCi^r^L. I P^^> ^2 2 2(DPRO 
T O C O L >^ ^ 6 (Dm^lt^(0±it<D':fu h n 

;l'5&5TCPrS)^Ci^^L. TCP^*:^ ^'2 2 3CD^ 

j53HTTPrS>SCct*^L. i/cTCP-^^:^^'22 3 
(TM^yt^- F#-^^5 4 4 3 r*5iS^tt^<D±feOr7"p 

[0 0 17] S3»i5^'7>rr>b>05-Y>5?-*^y h^L 
AN<DJ:^tj::^y h'y-^^lfrbX. WEB-^-^^^F 20 
TP (File Transfer Protocol) V^—^^^m^T^iM"^ 

CD* h y-^mfS.(D—9i^^^mx^$>^. m^3 o i 

A7&5WEB1^-^^'3 0 2A*T^-feX'r5iS^. 

F 3 0 Op^CDDNS (Domain Name Server) 3 

0 4 chCD-p^ ^^^-fe-t^CO^D 3 0 5 A^C<=I:D. WEB 
1?--/^3 0 2ACDxh:^^ I PT KUX^Mfb. 

CCD I PT FU>^*^5fe<h*rSHTTP(DU^xX 
'>^->>3 0 6 A:???^WEB1f->^^^3 0 2ACC5M«$n 
WEB1f-/^^3 0 2A5i. H T T P(D y h 
'>i2->^3 0 6 A(Dy ^Xy^ hF^§(CtBDfcHTTP<D 30 

uy'iJiox^ -fe-t^s 0 7 a^t^tKs 0 1 Atcjgtm-r 

So 

[0018] HTTPCDUX7i<>Xy ^;.^2-Sx3 0 7 A 
(D^^T F UX»y ^'x;2i >;,-b^Sx3 0 SACOmm 
PT FUX:^5ffll:*6nS/c*. DNS3 0 4«ffiffl 
$n^cC^o DNS 3 0 4«*:X h^i I PT FU;^CD>^ 
J^i^SSUrfc*:). COD*-:; Fy-^«^CD^Jt?tt— o 
L.3&:»7nLrc^3tcli*5. F>f^>*5^ffftT6»'^Cct3: 
F ^ > ^T^ffiT S IbH^c jS D r ?tiJ:?^aET S C i * 
^^(DDNsrara^ur^^:^ I PT Fux 4o 

CD^J-tS^SfflT-Sa ^*3 0 1 B^WEB-^-^^S 0 2 
C^rT^-feX-rSW^. ^^3 0 1 C*5FTP-9-wN*3 
0 3B?:T^-feXT€>i#^fe. mn^tmmt^-^ y "^-l^ 
(D^^t^'/)mt>n?>o fetch. FTP1^-^^3 0 3^ 

^i. FTP:/nFrj;l.?:^fJffiT-SjS-^;&5&So 
[0019] S4«^^'YT>F:^^'f>^?-*'y hPL 

TPtf-^^N'^^OT-r-SI^CC. U-f i^4-7X^^y^^ffl 
lirii-SJt-^CD* F y - ^^^Cr)--0!l*^*r0'r* 50 
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So WEB1f-^^'4 0 2A^i:C^L4 0 2C{3:U-Y^r4- 
7X-Y^;'^4 0 BAl^C^K^mS^yi--:^ h^402GtbX: 
mm^tl. FTP1f-/s4 0 3A%l^L4 0 3C«U'/ 
i'4-7>^-^ :;5=^4 0 6BCCj:0<K®3ixX F«4 0 3G 

X F«n?--/^^?:T^'fe;^TS/c^6^C. U-Yi-4-7X 
^^:/^406iDNS304 tttf fgO^Sf^^tro r S 

fe<D<b-rSo 

[0 0 2 0 ] $S^4 0 1 A:^^WE B1^'w^^4 0 2 G^T 
^-feXTSii^. S3r(D|^?gi|^«iCDNS3 0 4<b 
(D^^tKXOm. HTTPCDy^xXh^^;.'fe->?40 
7A3&5WEB1f->'>*4 0 2Gtcai«§nSc, ^CD^. U 
^i^4-7X>r ^:;^4 0 6 A^O^HTTPCDU F^ 
'>^->>4 0 7 ACDI^^•^WEB1f->'^^4 0 2 A^Cl^L 

4 0 2C©attt^aCCj:53. M^^^:WEB1^*->'^^->stH 
TTP<Dy :5'XXF^^'fe-i^*SiD:^&:fS. CCDMr 
tt. HTTPODV^XX F-^!yi2->^40 7 A^i. 40 
8 A i LXWE B1^- A4 0 2 AiCillM$nS*>CD<t U 

[002 1 ] HTTP(Dy^xXh^y-i2->^40 7A 

m2x^bfc<}:^ifCssL^^mL.xi^?>m^^t. 

Bf^itSn/crtS* U'-Yi^4-7J^-r-;^^406 AiO^Bi 

■^^'f'ri- FLrHTTPoy ^xx F-^ ^.-fe->:;^4 o 

8AX^tmmtT?>m^i>$>?>o WEB1f->'^^4 0 2 A 
ti. HTTP(DUX4<>X^ ^^^->>4 0 9 A*ffi*4 
0 1 A^illffrSo -ecDP^CCHaiBCDJ:^tc. u>fi-4- 
7X-f^:;^406 A:O50f^>ft3 nn^^cC^H T T PCD U 
X/JOX^ ':r-fe->^4 0 9 A^^t-^{fcLrHTTP(7)^ 
XJJ<>X^ ^^-fe->?4 1 0Atiyxmm^^m^i>$> 

So ^*4 0 1 B5&^WE B1f-/^^4 0 2 G^T^-feXT 
^^4 0 lC;?>5FTP-9-w>*4 0 3G*T^-i2 

40 9B^40 9CcDJ:5Cc:U-Yir4-7X 
^ y^-AO 6A-?>4 0 6 B?r/^3 3&liiS^*>*So 

[0 02 2] m5{t:^mmmm^mmTi>^^^y f*« 

1 0 0 y h C7-^«^CD— M^^^T^r 

*So FcpffiSISl 0 0. 4^7^5 0 1. WEB1t 

->'^'502. FTP1^->'^*5 0 3. DNS3 04:^^. ^ 

y 1 orj:i>be7 o^fti^xmm^n^^ />• 

^y h^m&Sl 0 Oit. U-f ^-2fcJ:0^lx-fi-3cD;l/ 

7:^^y^40et mUffCMWjiWE B-V^-^^^^ FTP 
V-^^^tHTTP<D^ y^-zy^m^^^^^o ly ^ ^ 
4-1 7.^ y^t(Dm^^\t. m—0:>^yVV-^±^CtSi 
l^WEB1^wN'50 2AJ5:l^L5 02C*/^"^^^ V^M 
mUl 0 0 ACCj:f:)^*J^X FS5 0 2GrT^-feXr 
*SJ:'5»tC-5-SC<f:^. FTP1^-->'N'5 0 3 A?^j:l^L5 
0 3C*^^°^> F^iJi^gl 0 0 BCCJ:?){g>S*X F« 

5 0 SGrT^-feX-C^SJrOCCTSCit^^So 
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[0 02 3] 06tiH5r^$nS*^:' ^^7-^^^/^'^ 

H7 (b) ^icfiS^^Ml 0 OB(Z)x-:/;t'^^y "L" 
1 2 5(^C^msn^Jl-y^ ^ > ^v^-y^)l^7 0 0 BCD— 
M^^T^r&^o ;U-7=''/>^'r'-*:/;l'7 0 0«. 4^ 

0 2 . J:CN^Hi:^JjJ<- h 7 0 3 ffliT'Sx> h U 7 

0 4*a^1S^-r^«^iJ5:ori^So 

[0 0 2 4] ms\t.J^^v V^m^Wl 0 OcDy^-r^Jb 

;l' "L" 8 0 0(D— W*^T^r*>'So 

•f--:/;!/ "L" 8 0 0ti. l/^^i-2:0:>64 irov^y 5=- 

^8 0 1. ^^:^5^Lft:t^CDMa8 0 2. ^^W^^ 

V vmmm ''n*' i 3 2i^c^hfct^\icmmr^mm 

1 D 8 0 3 *-ffi<h-rsx> h y *«^#tt-rs { 8 0 

4. 8 0 5. 8 0 6#) «^<i:35:-:>ri^5o S9t3:/^"^ 
> htpiKSai 0 0CD7^-:^>y^y "H" 134fctS 

^;V^y >^r'-:/;b "H" 9 0 0CD— 
m'rm^&i>o :7 ^;i/i5?y >^'7='-r^;i' "H" 9 00 

ti. 138 r^u/cMa I D 8 0 3 *^-<h Lr^^^-rs 

/c56CD^rttS I D 9 0 1 . V-(^^bt^hl^^(0^v^^ 
ff^9 0 2. ^j^Z>^y^l,fct^(Dm&^0 3^~mt 
h y^^^tSS^Ta (9 0 4. 9 0 5. 90 6 

[ 0 0 2 5 ] S 1 0 ^i;I/-7^ ^ > ^maSR 1 0 2 i)^^^^ 

^jiBcD— m^TSr*So H5{C*5l^t:. ^^5 0 1 
AfccfcO^'S 0 1 B*^WEB1:^-^^^5 0 2G^r^'feX-r 
h^JJK^Sl 0 0 A«iS^5 0 1 A*>6 
^D>'^•^^:. H^^ftTSi (Xt^^:.:/! 0 1 1 ) . ^^^^ 

hmm "L" 1 0 lo^n^o ^"^^rv "l" 

1 0 1 0CC*5l:^r». hSit (Xr^:;:7'l 0 1 

2) tnn^^^^'rv Y(0\yA^2. 3. 4CD-^^;'3^WW 
^?fl> (Xf-^:^:/! 0 1 3) . Jb-f'-f >^7"-:/;l/7 

0 0 A(D*^^4tf ^» 0 1 4) o 

8.30.30r*-5CDr\ X> h y 7 0 SyJ^^V'^^^Ur. 

y F "^-^T Flx::^«192.168.30.a F-t^^^^-^'T 

KUX«192. 168. 30.1. ^j^ti-^-- httPA2r^>'£>C<h:0^ 

*:>*^5>o 3 6^c. :7 y>^^7^^:7;l. "L" 8 00 
CDi^?^^tfl\ x>f y 8 04:^^v^:;5^UT. >^^^^':^^ 

(Xt^ :7° 1 0 1 5 ) . iRQiil I D 8 0 3 r 0 

0 1 J r'*,^ii^^w$K^igL.r. h^ii "H" 

1 0 2 0?:?f^»o 

[0 02 7] ^CDffe(DSfi>'N'^ Kcoi^r 53:. 
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> 7 0 0 {c^$te5&53&i,iit^^^ ^i/^ y 

>^*7"-:/;b8 0 Or^ff^505-;?^^:;^Lrffi*<^:^Cori> 
't(Df^^v b«lS*^n^ (X7^';;>^'1 0 1 
5) . 0 OCC%5fe*5:j?aEbr. 

^ y >^T'-:7Vl/8 0 0 (cv ^TS^ft^^^^cl^ 

^^^^'1 0 3 0)0 U-ri^'2. 3, Aoy-^y^Wfx^^'x-y 

10 ^uTMa^tf^ (X7"^y:7'l 0 4 0) o 

[0 0 2 8 ] h^OiS "H" 1 0 2 OCCfcl^r^^. 

{X'r* ':;:7"l 0 2 1) tmm^C/^^ y 
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m> (xf^yy'io 24). ^^^v hmmf^m^n'? 

(X7=-*y >^l 0 3 0) 3 C<Dm(Om^bO lAtf>^WE 
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